VPN Usage Policy:
SUNY Cortland’s VPN Connection: Terms and Services agreement

1. Only current employees of SUNY Cortland with an active NetlD account may
access internal resources via VPN. Special accounts will not be established for the
sole purpose of connecting to internal college resources via a VPN connection

2. All devices connecting to SUNY Cortland’s internal networks via VPN must pass a
security check performed by the VPN client software to ensure that the device
meets acceptable network security standards.

3. Use of personal devices to connect to VPN is allowed however the owner of the
device is responsible for correcting security or other problems that prevent a
successful VPN connection.

4. By using VPN technology with personal equipment, users understand that their
computers are a de facto extension of SUNY Cortland's network, and as such are
subject to all of the same Information Resources Policies listed at
http://www.cortland.edu/ir/ on the Information Resources web site.

5. Users with VPN privileges are responsible for ensuring that unauthorized users are
not allowed access to SUNY Cortland internal networks.

6. All VPN gateways are managed by SUNY Cortland’s Networking &
Telecommunications department.
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